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Data Residency

This document outlines the locations client data may be stored in or accessed from as part of the
delivery and provision of Calligo Support Services:

Residency ltem
Data Centre

ITSM Data

Patching policies,
patch, and
compliance data

Monitoring policy
and thresholds

CommcCell

Data Centre

Call recordings

Voicemails and
transcriptions
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Description System Storage Location
Locations MRSk Channel Islands (Jersey & Guernsey
UK (London)
Ireland (Dublin)
Canada (Brampton and Barrie)
ITSM Ticket Viaje London
information and
logged attachments Jersey
System Patching System 1 — Calligo
data and update System Monitoring Canada
catalogue platform EU
. UK
Asset Compliance
data for reporting System 2 — Remote =4
purposes Monitoring and
Management (RMM)
platform
oo System 1 — Calligo
g;/ts;ems monitoring System Monitoring Canada
(e.g., resource and platform EU
service monitors, UK
and alert thresholds)
System 2 — Remote | EU

Monitoring and
Management (RMM)
platform

Locations of
CommVault Storage
Locations

Calligo Hosted

Channel Islands (Jersey & Guernsey
UK (London)

Ireland (Dublin)
Canada (Brampton and Batrrie)

Microsoft hosted
Data Centres.

Data Centres

https://azure.microsoft.com/en-

ab/global-
infrastructure/geographies/#overview

Call recordings are
stored in the
OneDrive for
Business account

Microsoft Teams
Voice

https://azure.microsoft.com/en-

ab/global-
infrastructure/geographies/#overview

Voicemails and call
transcriptions are
both stored in the
receiver’s Exchange
mailbox.

Microsoft Teams
Voice

https://azure.microsoft.com/en-

gb/global-
infrastructure/geographies/#overview
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Residency Item
Sophos MDR

Bitlocker Policy /
Configuration

Bitlocker Recovery
Key

Internal

Description
Security event data

(e.g. CustomeriD,
MachinelD, UserID,

System
Sophos MDR
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Storage Location

Stored in the region where the Sophos
customer account is provisioned:

Sophos Managed Detection and

Sophos Telemetry Response (MDR) Privacy Data Sheet |
data) Sophos
Systems System 1— Customer | Data is held within the customer

Management data.

(e.g., information on
system names, IPs,
status)

on-premises

environment.

System 2 - Intune

Data is held within an approved Azure
Region.

Bitlocker Recovery
Key

System 1 — Local Local HDD
Endpoint
System 2 - AD Customer on-premises AD

Systems 3 - AAD

Within an approved Azure Region
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